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Abstract

Keywords

Background and aims: Due to the high amount of flammable materials, the
tank farms are vulnerable to fire-induced domino effects. The present study Domino effects
tries to analyze the vulnerability of the crude oil tanks to domino fires, in one
of the refineries of Iran. The purpose of vulnerability analysis, is to determine
the tanks with the greatest potential to initiate and propagate domino effects, in Graph theory

order to manage the risk of domino fires. Fire protection

Vulnerability analysis

Methods: Graph theory and centrality measures (betweenness and closeness)
were used to model domino scenarios and analyze the vulnerability of tanks
to domino effects. The ALOHA consequence modeling software was used to
model the consequences of the accident scenarios. The R-statistical software
and igraph package were used to model the graph and calculate the centrality
measures.

Results: The possible domino scenarios in the tanks were modeled as a

directed graph, and the tanks were ranked based on the value of betweenness, Received: 2019/09/17
out-closeness and in-closeness of their respective nodes (which represent the Accepted : 2020/07/01
potential for the propagation of domino effects, the potential for initiating

domino effects and potential to be affected by other tanks during domino

effects, respectively). Also, based on the all-closeness measure, Also, based on

all-closeness measure, the most probable sequence of tank involvement in a

domino fire was determined.

Conclusion: The use of the graph theory, allows the graphical modeling
of domino scenarios and the determination of the most vulnerable tanks in
domino scenarios. The results of vulnerability analysis using graph metrics,
can be used in the field of domino effects risk management, and the most
vulnerable tanks can be prioritized to be assigned to protection measures.
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EXTENDED ABSTRACT

INTRODUCTION

Tanks are one of the major hazardous installations
in the processing industry, including refineries, which
are used to store crude oil and various petroleum
products. The presence of multiple tanks containing
large volumes of flammable materials that are adjacent
to each other, makes the tank farms vulnerable to fire-
induced domino effects; therefore, only by analyzing
the accidents related to tanks individually, the risk
management of tanks will not be sufficient, regardless
of the possibility of chain scenarios among tanks. Thus,
the present study tries to analyze the vulnerability of
the tanks to the fire-induced domino effects in one of
the refineries of Iran. The purpose of this vulnerability
analysis is to determine and protect the tanks that have
the greatest impact on the initiation and propagation
of domino scenarios, in order to manage the risk of
these chain accidents. In the present study, the graph
theory model has been used as one of the new graphical
methods to model the domino scenarios between
tanks, and also to analyze their vulnerability. Graph
measures have so far been used in studies related to the
analysis of the vulnerability of the process industries
to domino effects caused by terrorist attacks (1, 2), as
well as accidental failures (3-5).

METHODOLOGY

In the graph model, the hazardous equipment
are considered as graph nodes, and the probability
of accident’s propagation between equipment is also
indicated by the weight of the edges between the
nodes. Modeling of the domino scenarios between
tanks as a directed graph, makes it possible to
analyze the vulnerability of tanks to domino effects,
using the graph measures. Using graph measures,
the vulnerability indices of tanks (that represent
the potential for initiating and propagating the
domino effects) can be quantified, and thus tanks
can be compared with each other, in terms of their
participation in the onset and propagation of the
domino events. The steps to model domino scenarios
and analyze the vulnerability of hazardous equipment
using graph theory are as follows:

1. Identifying the major hazardous equipment as
graph nodes: This case study was conducted on 9 tanks
containing crude oil. In order to model the domino
scenarios in the studied tanks as a graph, 9 nodes
corresponding to each tank were considered.

2. Determining the accident scenario for each of
the hazardous equipment: According to the type of
equipment selected for the study, chemical contents as
well as their physical and operational conditions, the
accident scenario was considered (both as an initial
accident and as a domino-induced accident) for all

tanks, in terms of major release and the pool fire due
to the immediate ignition.

3. Determining the escalation vectors according to
the accident scenario and calculating their severity:
Considering the pool fire as the accident scenario
related to the tanks, the corresponding escalation
vector of the heat radiation was considered. In this
study, ALOHA consequence modeling software was
used to model the outcome of the pool fire scenario
in each of the tanks, and to calculate the intensity of
the escalation vectors in the location of other tanks.
ALOHA software has been used in various studies to
model the consequences of the release of hazardous
materials, including toxic material releases and
various types of fire (6, 7).

4. Comparing the escalation vectors with the
threshold value and determining the probable target
equipment (determining the graph edges): In order to
determine the probable target tanks related to fire in
each tank (which can participate in the formation of
secondary scenarios and escalation of the primary
accident), the values of the escalation vector (here the
thermal radiation), were compared with the threshold
value (15kW/m2); in cases where Q, (the amount of
heat radiation received by tank j, due to a fire in tank i)
was greater than or equal to the threshold value, tank j
was considered the probable target of the fire scenario
in tanki, and this relationship was modeled by drawing
an edge from node i to node j. By determining the
edges at this stage, the graph structure was formed
qualitatively.

5. Calculating the weight of the graph edges: For a
meaningful modeling of the domino scenarios in the
form of a weighted graph, the weight of each edge
was assigned as the ratio of the threshold value to the
corresponding escalation vector value of that edge (3-
5); thus, if the heat radiation value corresponding to
an edge is greater, there is shorter distance between
the two nodes connected by that edge, and the effect
they have on each other during a domino event is
greater as well.

6. Modeling domino scenarios as a graph and
calculating nodes’ centrality measures (vulnerability
indices of the corresponding equipment): R statistical
software and igraph package were used to graphically
model domino scenarios in a graph form. R software
is an open-source statistical programming platform
in which, the igraph packages can be used to generate
graphs and to study their properties. In the previous
steps, graph nodes, edges between nodes, as well as
the weight assigned to each edge were determined.
At this stage, a graph with specified characteristics
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was modeled and plotted. Using the functions in the
R software, the centrality measures (betweenness, in-
closeness, out-closeness and all-closeness) for each
node and consequently, the vulnerability indices of
their respective tanks were calculated.

7. Equipment vulnerability analysis based on the
graph measures: According to the graph theory, the
betweenness index of a node, shows how many graph
nodes are in need of this node in order to communicate
faster (with fewer intermediaries). The higher the
betweenness of a node, the more it is able to facilitate
the spread of an effect between other nodes in the
graph. From the perspective of the accident propagation
between tanks, it is also argued that the tank with the
highest betweenness index has the greatest potential
for the propagation of domino effects to all tanks. The
index of in-closeness of a node in the graph, indicates
the speed of access of other nodes to it, and the higher
index for a node, indicates that it can be affected by other
nodes in a shorter time. The higher in-closeness index
of a tank, indicates its high susceptibility to be impacted
by all studied tanks during different domino scenarios.
The node with the highest amount of out-closeness has

Vulnerability Analysis of The Tanks of an Oil Refinery...

a faster access to other nodes, and can affect them in a
shorter time. Therefore, it can be argued that starting
an accident from a tank with the highest amount of
out-closeness, can cause other tanks to engage more
rapidly and lead to a more severe domino incident. By
definition, the all-closeness index for a node, shows the
extent to which that node has access to other nodes and
the extent to which they are accessible. Thus, this index
can show the capability of a tank to have an impact on
other tanks, and also the susceptibility to be affected
(damaged) by them during domino effects collectively.
It is possible to predict the most probable sequence of
the involved tanks in a chain of accidents, by using this
index (3, 4).

RESULTS

The magnitude of all escalation vectors were
calculated by modeling the defined fire scenario in
each tank, using ALOHA software. Table 1, shows
the intensity of the escalation vectors related to
the fire scenario of each tank at the location of the
target tanks. A graph with 9 nodes and 40 edges was
modeled using the R software, and the weight of each
edge was assigned. Figure 1, shows the graph drawn

Table 1. Amounts of the thermal radiation (kW/m?) caused by fire in tank i at the location of the target tank j.

, ) 1 2 3 4 5 6 7 8 9
1 - 20 - 50 - - - - -
2 17/5 ; 85 60 40 16 - - -
3 - 45 - 25 60 69 16 36 -
4 25 34 25 - 85 - - 16 -
5 - 17 34 44 ; 23 - 66 17
6 - ; 35 - 23 - 88 60 )
7 - ; - - ; 41 - 25 61
8 - ; 15 - 35 35 25 - 85
9 - ; - - ; 16 35 43 -

Fig. 1. Graph modeling corresponding to domino scenarios in the studied tanks, using R software.
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Fig. 2. Comparison of tanks based on the centrality measures.

in the R software. The target tanks related to the fire
scenario in each tank and possible domino scenarios,
are shown in the plotted graph. The values of the
centrality measures for the graph nodes (tanks) were
calculated using the functions in the R software. As
figure 2 shows, tanks 6, 4, 5, 3, 8,2, 9, 1 and 7 have the
highest values of the betweenness index (susceptibility
to propagation of domino effects), respectively. Tanks
3,5,6,2,8,4,7, 1, and 9 have the highest values of the
out-closeness index (susceptibility to trigger severe
domino effects), respectively. Tanks 5, 8, 6, 3, 4, 9, 2,
7 and 1 have the highest values of the in-closeness
(susceptibility to be impacted during different
domino scenarios), respectively. Tanks 3, 5, 2, 6, 4, 8,
1, 7 and 9 have the highest values of the all-closeness
index (potential to trigger severe domino effects and
to be impacted during different domino scenarios
collectively), respectively; thus this arrangement is
the most probable sequential involvement of tanks in
chain fires.

DISCUSSION

Vulnerability analysis using the graph measures,
not only makes it possible to identify critical tanks
initiating and propagating domino effects, but also
by using the results, helps in the initiation of plans
for the safety management of these accidents. Just as
the removal of the node with the highest betweenness
index from the graph, leads to the greatest

disconnection in the graph structure; the protection
of the tanks with the highest betweenness index, also
leads to the interruption of critical paths of accident
propagation between the tanks. Protecting the tanks
has the greatest impact on other tanks (the tanks with
the highest out-closenessindex), and also prevents the
onset of the most severe domino scenarios. In studies
conducted so far, various approaches have been used
to manage the risk of domino effects. A study by
Khakzad et al. (2017) on the optimal allocation of
protection strategies against domino effects, showed
that active protection of critical equipment that
initiate domino effects, and the passive protection of
critical equipment that propagate domino scenarios,
is the most effective way to reduce the vulnerability
of the chemical plants to domino fire accidents (5).
Therefore, the effect of fireproofing (as a passive
protection method) four tanks with the highest
potential for accident propagation (tanks 6, 4, 5, and
3, respectively), and the use of sprinkler system (as an
active protection method) for the four tanks with the
highest potential to trigger domino effects (tanks 3,
5, 6, and 2, respectively) on the vulnerability of crude
oil tanks’ layout, has been investigated. To quantify
the vulnerability of tanks’ layout subject to domino
effects, the graph out-closeness score (average of the
out-closeness scores of nodes) was used. In the case
where there is no protection, the value of graph out-
closeness is 1.32, as Table 2 shows, the protection of

Table 2. The effect of the protection measures on the vulnerability of tanks’ layout (out-closeness score of the graph).

Protected tanks Out-closeness score of the graph
Tank6 0.65
. f Tanké6 and Tank4 0.39
Fireproofing Tanké, Tank4 and Tank5 0.28
The type of Tank6, Tank4, Tank5 and Tank3 0.18
protection measure Tank3 1.24
Sprinkler system Tank3 and Tank5 1.03
Tank3, Tank5 and Tank6 0.93
Tank3, Tank5, Tank6 and Tank2 0.91
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the most vulnerable tanks, especially fireproofing
the tanks which contributes to the propagation of
domino effects the most, can cause a significant
reduction in the vulnerability of the tanks’ layout to
domino fires.

CONCLUSION

The graph theory model, is an effective approach
for graphical modeling of domino scenarios, and
determining the most vulnerable tanks in terms
of their potential in initiating and propagating
domino effects. The non-probabilistic nature of the
graph model, reduces the size of the calculations for
vulnerability analysis and the duration required to
do so, compared to the probabilistic methods. The
results of the vulnerability analysis using the graph
metrics, can be used in the field of domino effects
risk management, and the most vulnerable tanks can
be prioritized to assign protection measures such as,
active and passive safety barriers. According to the
study, the protection of the most vulnerable tanks
(by fireproofing and using the sprinkler system), can
reduce vulnerability of the tanks’ layout to domino

Vulnerability Analysis of The Tanks of an Oil Refinery...

effects. However, the cost of implementing protection
measures is also important in choosing the type of
protection measure and the number of selected tanks
to allocate protection measures (prioritized based on
the vulnerability indexes). Given that the protection
measures usually require economic justification due
to limited financial resources, the vulnerability index
of tanks’ layout (closeness score of graph) can be used
in conjunction with other decision-making criteria,
for selecting effective protection strategies (such as
cost of implementation) and achieving the optimal
economic solutions.
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